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ABSTRACT

CORPS TACTICAL DECEPTION: WHO'S FOOLING WHOM? by MAJ Paul C. Jussel,
USA, 45 pages.

This monagraph examines tactical deception from the US Army corps
perspective. Through an examination of the theories of Sun T2u, Jomint, and
Clausewitz, five criteria are distilled that form the framework for the
study. The criteria are centralized planning, enemy commander as deception
target, plan aimed at ail enemy collection assets, adequate forces allocated,
and short duration.

The criteria are then examined through historical examples, A studyof a
corps lavel deception in British North Africa, 1841 is followed by two
American afforts in France in 1944, & Soviet deception in 1943, and the
israeli reaction in the Sinal in 1973, The historical examples flesh out the
theoretical criteria which then are applied to the current deception
methodology used by the US Army. Finslly, future chalienges are examined
in tarms of current capabiiitiss,

The monograph concludes that the current deception methodology is not
teken seriously by most leaders. Doctrine and leader development admit the
need for deception training, but offer few specific guidelines. Training
produces few examples of effective deception. Organization and equipment
may be too divided between corps and division to be used effectively; soms
form of centralized control over al) the assets is required.
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SECTION OME - INTRODUCTION

“All warfare is based on decsption.”
Sun Tau, S00 BC
*Daception is common sense soldiering.”
GEN Carl Vuono, 1986

The two quotes, though eimost twenty-five hundrad years apart,
reprasent an attitude towards conflict that suggests a need to do everything
possible to win a war. In addition to the preparations for and the conduct of
war, deceiving the enemy as to the reel objective of an sngagement, battls,
or campaign could very well be the key to success. Misleading the enemy
into orienting the wrong way for an engagement and thus gaining an
adventage represents Genaral Yuono's common sanse approach. This common
sense approach to & difficult task, that of deceiving an intalligant enemy,
becomes even more difficult in1ight of a dwindling force and competing
interasts for the resources of that force.

The US Army most frequently deploys ground forces under the
command and control of a corps headquarters. This organization is
responsible for the operational planning and employment of its subordinate
elements within the ares of operations, as well as the tactical planning for
battles. To maximize the advantages of its units, the corps staff must
carefully plan when and whera tactical forces should be employed. To gain
and meintain an advantage, deception measures are used to feed the enemy
wrong information about the intentions and capabilities of US forces.
Therefars, the corps G2 cell, specifically the ulans cell, must be well-




trained in the art of tactical deception and the use of aveilable tactical
equipment.

As the Army grows smaller, the requirement to effectively employ
the remaining units increases. The employment of friendly units depends on
how affectively any potential enemy 1s misied as to the use or show of
force. Tactical deception involves the use of soldiers and resources that
ara scarce; the deception operation must provide & proportional increase in
force capabilities, Does the US Army's current deception methodology
represent an effactive system to provide that proporticnal increese? Is the
corps Military Intelligence Operations Battalion the right organization to
hold the key for the daception effort? Perhaps more importantly, and the
question this study seeks to answer, do the corps deception planners
effectively train to deceive in a combat environment?

There are several terms that must be understood befors continuing
with the examination of deception. Those measuras that are, or should be,
routinely accomplishad by & unit to hide or deny information about tself to
an shemy are grouped under the heading of operatio is security (OPSEC).
OPSEC includes many subsets of security that should occur on a continuous
basis. Portrayal is oriented towards showing the enemy something thet is
not real. Together, they form the basis for deception. Deception involves
specific planning to cause en enemy to "do something counter to his
interests."! Surprise results from an enamy not anticipating & friendly
event {n time to react effectively; it 1s what a successful deception
operation hopes to achieve. However, neither OPSEC, portraysl, nor
deception in and of themselves produce surprise; rather thay can lead to it.

'US Army, FM 101-5-1, Qparational Terms and Symbols  1985): p. 1-22.
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Training in deception is far more than sending false messages and
teking circuitous routes to an objective. It calls for the integration of many
assets and activities to effectively dupe an enemy into believing what we
want him to believe. The corps is chosen for this study because of its
relationship to the tactical and operational levels of war. Its influence an
both levels needs Lo be examined in terms of deception. Corps operations, in
ragards to deception, are governed by savers! areas. Doctrine gives the
corps commander and staff methods, techniques, and procedures for
operating. Orgenizetions provide a basis for conducting operations.

Materiel and equipment are part of those organizations and must be used
efficiently and effectively to accomplish the assigned mission, Finally,
training end teadership allow the planning and estimate process to bring the
doctrine, organizatics, and materie! together against an ensmy. if all five
do not mash well, victory is difficult to achieve.

This study examines the background to deception, how the US Army
currently trains in deception, and implications for the future. Section Two
of this study exemines what the classical theorists Sun Tzu, Jomini, and
Clausewitz have said about deception and how deception applies to tacticel
operations. This will astablish the thecretical basis for the study's
evaluetion criterie. The third section axamines deception operations from
World War || and the Middle East conflicts and aids in the velidation of the
theoretical criteria. Section Four axaminas the current capabilities of the
US Army corps and how daception is integrated in doctrine, orgenization,
leadership, materiel, and training programs. Section Five attempts to
outline the challenges to be faced by the Army fn the years ahead. It will
indicate where potential training shortfalls exist and whare resources may




be inadequate tu maintain a high state of deception readiness. The last
section will summarize the conclusions and provide implications for today's
deception plannars.

SECTION TWD - THEORY

War ana human confiict have remained constent for thousands of
ysars. When Sun Tzu wrote his Art of War nearly twenty-five hundred years
ago, he exprassed the same concerns over offense and defense that modern
writars wrestle with. Sun Tcu was concernec about where the propsr place
and time for a battle was and how & campaign should be conductad. Inorder
to properly bring an enemy to battls, Sun T2u estimated that deceptive
measures must be employed.2

He reasoned that an enemy was certainly capable of knowing the
friendly order of battle and could make an estimation about strengths and
weaknasses. what an enemy could not predict was whet the friendly forces
would do in & particular situation. Sun T2u took that uncertainty and
reasoned that every action a friendly force took must be done far & purpose.
to maintain or enhance the unceriainty. To expand the uncertainty, every
action must be esigned to give or create a cartain impression in the mind
of the enery.’ That s, 811 of the different units within en army were
focused on why particuler actions end movernents were necessary,

Sun T2u called for the implementation of a deception plan before
armad conflict began. Even as an enemy nation began to gear up for wer,

25un Tzu, The Art of War, trans. . B. Griffith {1971). 66-71,
‘SunTzu: 105,




they were decsived about the friendly nation's army and dispositions. As
armed conflict grew imminent, Sun T2u urged a continuation of the
confusion in the mind of the enemy. He advocated never giving the enemy a8
clear picture of what friendly troops were doing or preparing for. Every
maneuver was designad to confuse the enemy as to where friendly units
weres going to strike.4 Thus the multiplicity of moves by the friendly units
would keep the enamy off-balance and uncertain over whers the assault
would striks.

The enemy's uncertainty was the key to this theorist's focus. If
succass was defined as making the enemy do what you, the friendly force,
wanted him to do, then everything your force did had to be a part of that
effort. To do that, centralized planning had to be performed to produce an
integrated plan that moved units to where they were needed, yet left enough
~ doubt in the enemy’'s mind as to what their intentions could be.3 The
centralized planning was key because of ths different elements of the army.
Spies and other information gatherers had to be focused on certain
information to loak for as well as to provide to the enemy. The army itself
was moved and supplied in different weys in order to creats a certein
impression for the enemy. All of the movement and preparation for the
movement was done in secret or masked by false preparations designed to
keep the enemy guessing.

8un Tzu's main contribution to the art of deception wes the need for
centraiized and Integrated planning. This becomes the first theorstical
criterion for this study. The overall coordination of the army's real and

95un T2u: 66, 102.
SSun Tau: $3, 100.




deception effort was paramount. The two plans had to be synchronized to
produce the desired effect in the enemy's mind. Everything had to be
integrated, from supplias to movements to routes used, to create the right
imprassion. The only way to ensure effective and efficient coordination
was to centralize the planning of each deception operation.

Hundreds of years later, Antoine Jomini, in his book Tha Art of War,
echoed many of the tensts of the earlier Chinese theorist. He was an
advocate of the utility of " ... reconnaissances, spies, bodies of light troops
..., and questioning of deserters and prisoners” to uncover the intentions of
his enemias. However, he cautioned agaeinst placing too much cradence in
these raports and warned a commander to seek information from a multitude
of sources® This caution was & demonstration of the belief in & capable
decaption effort.

By not giving credence to his reconnaissance efforts, Jomini endorsed
the effort an enemy placed in deception. The implication was that the spies
would hear what the enemy wanted them to hear; the reconnaissance would
discover what the enemy wanted discovered; and the light bodias of troops
would find what the enemy wanted found. For Jomini, only the weight of the
army's main body would force the enemy to reveal their true intentions. The
deception had to gearad to force a commandsr to place his main body in the
wrong place at the wrong time. A second theoreticel criterion cen be drawn
from this: the main body commander must be the deception target so thet he
will make the desired decision.

Jomini went further. The deception target must be deceived by the
information made available to him. This information must come not only

“antoine Jomint, The Art of War, ed. J. D. Hittle (1987): 539-540.
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from his usual sourcas, spies and rsconnaissance units, but also from his
own view of the battlefield. He can be deceived by a demonstration of
troops or a false movement of units.” But he must be the person focled;
though duping the cammander's staff may help, the man in charge is the final
arbiter.

The third theoretical criterion for deception hes already been alluded
to: the deception effort must be broad based and cover all of the enemy's
collection assets. Jomini's distrust of reconnaissance troops and spies was
counterad by his endorsement of detachments as a ruse. Together they
combdine to {ndicate the need for a therough pian that will provide the
appropriate indicators to al) information gathering sources. The plannad
deception must address each possible source of information that the enemy
might use to uncover friendly plans. This sort of all-encompassing plan will
feed the enemy information that is confirmed from a varisty of different
sources.

Perhaps the most important theorist that considered surprise and
deception was Carl von Cleusawitz. He considsred surprise a key element of
wer and believed 1t should be used regularly to gein an advantage over an
enemy. Deception and surprise were considered together when he wrote
"... of the desire to surprise the enemy by our plans and dispositions,
especially those concerning the distribution of forces."

Secrecy and speed were the two components of Clausewit2's surprise.
The implication was that plans had to be kept secret from the army as a
whols; the deception plan had to work on a nead-to-know basis. Speed also

7Jomini: 516,
ECar von Cleusewitz, On War, eds. Michasl Howard and Pster Parst  1984): 198,
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reflacted a level of training that was required to execute as well as exploit
the plan9 To ensure both speed and secrecy, adequate forces har ‘o be
ellocated to the deception plan. If too many forces were involve. , the plan
could easily be compromised. Its execution may also be slowed because of
the friction involved with too many troops. If too few or the wrong type of
troops were allocated, the plan would not seem belisvable to the enemy
commendser. The fourth criterion of deception planning could be
characterized as adequate forces allocated for a believable plen.

This dilemma was Clausewitz's greatest caution against deception.
Though he firmly believed that the best way to achieve surprise was through
deception, he did not beliave that anything truly significant would coms
fromit.'0 His faar was that, even {f adequats forces were allocated to the
deception plan, the enemy would quickly uncover the plan, assess the
dispersion of {riendly units, and defeat them in detail. The “...risk that
nothing will be gainad . .." was an overriding concern. The expected resuit
of the operation had to be balanced against the resources necessary to
conduct an effective plan. Clausewitz did not feel the deception effort
warranted the dispersion of forces.

This leads to the fifth criterion. Clausewitz estimated that effective
deception and surprise could only be achieved at the tacticel level. Because
time and space were “limited in scale”, surprise through the use of
Jeception was possible.!! At any level above tactics, it became more and
more difficult to hide the activities of an array or nation. Thus, it meay be

IC1ausewits: 198.

'OC1ausewitz: 199-200; 203. Though not specifically mentfoning decaption, the sentance
reads: "Only the commander who imposes his will can take the enemy by surprise; . . ."

"'Clausewitz: 198.



possible to flank an enemy or steal a march, but it would be almost
impossible to prepare foir war without an enemy knowing 1t. Tha conclusion
was made that only short-term, tactical deceptions are possible. Any
attempt at higher deception will require an unacceptable amount of
resources and effort. It may even contribute to defeat.

in summary, five effaective criteria can be gleaned from the three
theoretical writings. From Sun T2u comes the need for centralized planning,
Jomini offers the enemy commander as the deception target and the naed for
a plan aimed at 811 collection assets. Clausewitz offers the requirement for
the allocation of adequate forces and the effactivenass of a short-term
plan. With these theoretical criteris as & beginning, an analysis of
historicel examples 1s necessary to establish the basis for study of current
deception practices.

SECTION THREE ~ HISTORICAL EXAMPLES

Deception has been used for centuries as an integral part of war.
Though many historical examples may be cited of corps-sized units
conducting deception operations, this anslysis will focus on deception
operations sterting with World War Il and continuing up to the 1973 Arab-
Isreeli War. The criteria discussed earlier will be assessed in light of the
operations cited.

One of the earliest deception operations was the British preparatian
for counterattack ageinst Fieid Marshal Erwin Rommel's forces in October,
1942. Rommel! hed experienced tremendous success in attacking the British
forces in northern Africs throughout most of 1941 and 1942. Now, with e




change of leadership and proper prepearation, the British hoped to regain the
initiative. The key to the attack was the successful masking of the X (BR)
Corps movement forward.

In late 1940, General Sir Archibald Wavell created & central deception
planning cell known as A" force. This group performed fitfully throughout
1941, but was tasked to do the centralized planning for Opsration Lrwsacar,
the British offensive at E1 Alamein.'2 The entire plan was titled "Bertram"
and consisted of several coordinated deceptions, They portrayad the
movement of forces from Alexandria forward into both real and fake
assembly areas. They also portrayed the formation of & falge supply basa to
the south along a false axis of advance while the real supply depot at El
Alamein was hidden.!3

The X (BR) Corps movemsnt was hidden by plans "Martello”,
"Meltingpot”, and "Murrayfield”. The former two plens were designed to hide
the movement of the 1st and 10th Armored Divisions from assembly areas
forty miles in the rear to forward, concealed positions just behind the front
1ines. The latter plan was designed to hide the fact the Corps had departed
the reer area.

The British "A" force used a broad based plan to portray their
deception story. False vehiclas, visually modified vehicles, fake radio
traffic, and prepared traffic patterns were designed to give German and
Italfen intelligence networks the proper signals. The story proved effective.
German General Georg Stumme, stand-in commandsr for Rommel, did not
guspect the British were ready or strang snough to attack, et alone attack

'2Chartes Cruickshank, Deception in World War I] (1980): 19.
'3Crutckshank: 22-23, 26.
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in the direction that they did. The entire "Bertram” deception was exscuted
in two weeks, ending with the 23 October bombardment and assault, The
Germans were so thoroughly convinced by the decaption that they did not
move two Fanrer aivisions from the deception area for four days; two days
after Rommel personally took command at the front 14

This was a deception success that 8 corps readily executed. Planned
thoroughly by a central cell, sufficient assats wera available to execute the
plan. The story was broad enough ta fool the enemy's information collection
sources; yet, it was not so lengthy that the sources beceme overly
suspicious. Perhaps most importantly, the story was good enough to 1ull the
Garmans into a secure defense, with no intention of recalling Rommel from
his rest.

Once the United States enterad the war, every effort was made by the
other Allles to pass on the lessons learned about deception thus far in the
war. American Army leaders were not convinced by the weight of evidence,
practical experience was necessary to teach them.!5 It was not until 1944
that the 23rd Special Troops was formed to centrally control the deception
efforts in the European Theater of Operations. This special unit consisted
of saveral engineer units, a signal unit, and a controliing headquerters. They
were tnvolved in svery major deception operation for the rest of the war.

The XX (US) Corps was one of the first recipients of the centralized
deception effort. Insupport of the operations against Metz, the XX (US)
Corps hed to cross the Moselle River. To shift attention from the real

'4Crutckshank: 31-33; David Irving, The Trail of the Fox (1977): 259-267.

'SMiches! B. Weimer, “Tactical Deception Capabilities in the Hesvy Diviston=-Myth
Yersus Reality" (19687): 11-12,
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crossing site of the main effort (901D), the 23rd Spacial Troops and the
1/377 IN/9SID were dateiled to replicate elements of the 901D downriver
from the actual site.!s

Enough time existed for the 23rd Spacial Troops to orchestrate and
implament the decaption plan. From the 4th through the 9th of November,
the decaption troops fabricated assault boats, moved vehicles around, and
crested the appearance of an impending crossing. Sound trucks were
smplaced and visible evidence of bridgs building was orchestratad along the
banks of the tributary streams of the Moselle. Soldiers of the 1/377 IN
went so far as to change shoulder patches from the 951D to the S0ID to
enhance the operation.!?

Though no German evidence is readily available to interpret the
resuits of the deception, certain deductions can be made. The effort was
centrally controlled by the 23rd Special Troops under the name "Task Force
Cheese.” Electronic intelligance, humen intelligence and signal intelligence
wera 2l tergeted for the deception, though no velus judgement can be made
on the effectivenass of the plan ageinst the German collection affort.
Sufficient forces wers made available to exscute the plan, Sufficient time
was also available for the story to be established and confirmed before the
real assault crossing took place on the Sth of November by the reel 901D

This deception had 1imited success. Though an infantry battalion was
detailad to execute the deception pian, it received a different mission
shortly before the attack commenced. Its focus was then oriantad on
making an actual assault crossing to seize ground on the east bank of the

16*Report on Tactical Deception Operation Casangva, 4-9 Decamber 1944": 2.
'7*Report . .. Casanova™: 3, 6-7.
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Moselle. To tha battalion commander, LTC Joseph E. Decksr, the dilemma had
only one logical conclusion and what should have baen a demonstration was
turned into the real thing.!8 Once identified as & real threat by a unit other
than the one portrayed, Lt. Generel Harman Priess, Commander of the Xil| 4§
Corps, turned his focus to the north and the real 901D,

Leter in 1944, as the Americans continued to slug their way through
the Lorraine region, portions of the 23rd Special Troops were directed to
the effort in Belgium. Therae they participated in the effort to panatrate the
Huertgen Forest by the v (US) and Vi1 (US) Corps. V Corps had not succeeded
inits attempt to penetrate the ragion, so First Army Commander Lt. General
Courtney H. Hodges ordered a reinforcement of VII Corps and the rasumption
of the attack. 4iD baceme the focal point for the reinforcement.

The 23rd Special Troops planners had to operate under the assumption
that German intelligance already knew the troop list of both Corps and
would know if naw units arrived {n theater. The daception plan had to show
the Germans axactly what they expected to see: husiness as usual,!?

Allled units were routinely rotated off the front line to Camp
Elsenborn in Belgium. There units were able to rest and refit before
returning to front line duty. The deception plan called for the replacement
of 4iD on the front 1ine by 91D from Elsenborn; 41D would then rotats to
Belgium. The actuel plan did switch 4ID and 91D but sent 41D north to join
Vil Corpe and becoma the main effort in the Corps attack.

The 23rd Special Troops and assets from both vV and Vil Corps
participated in the deception plan under the name Task Force Elsenborn. The

18"Report . . . Casanova": 8; Hugh M. Cole, The Lorrsine Campatan ¢ 1 950): 48, 377.
19"Report on Tactical Daception Gperation Elsenborn, 3~ 12 November 1944": 3.
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41D was carefully studied to determine its patterns and habits so a faithful
representation could be produced in Elsenborn. As 41D units began their
move north, 23rd Special Troops replicated their movement to the rest area.
Though the real unit moved at night under tight discipline, felse 4iD convoys
moved at dawn and dusk for the purposs of baing seen and reported. The
effect was axactly as anticipated. The Germans did not suspect the real
movement of the divigion until shortly before the VIi Corps attack
commencaed; they could not react in time.20

The problem of adequate forces became significant as the small TF
Elsenborn tried to portray the threa Regimental Combat Teams of the 41D.
Not enough vehicles nor the right type vehicles ware available to fully
replicate the division. Spacial timings had to be worked out to approximats
an sctual convoy. The easiest partion of the daception story was the signals
deception. TF Elsenborn signallars replicated the speciel nuances and
accents of 4ID signallers to accurately portray them. Even the fraquency of
meil delivery was notad and produced by tha TF.2!

The plan was successful. Centrally planned and executed by elements
of two corps as well as the special deception arganization, it created a
picture that German intelligence belleved. |t was the same operation that
the Americans normally performad for their units on the front 1ines. The
Germans fully expected to see what was portrayed and did not question the
reports of their collection &nd intelligence efforts. The two most
significent problems of the operation were enough forces and the duration,

20"Report . .. Elsenborn*: 5, 25.
21"Report . .. Blsenborn”: 22.
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The size of TF Elsenbarn has aiready been ailuded to. Without enough
vehicles, skill at timings and a great desl of luck were necessary to
replicate the 41D convoys. Nona of the combat units of the division nor
corps assats could be easily diverted to assist in the deception plan. With
faw combat vehicles available, represanting the Regimental Combat Teams
and their supporting arms was difficult, Therefore very judicious mixing of
false convoys and reel, slightly rerouted convoys was essential in making
the plan work.

The desire to make the deception plan last for almost two weeks
reaised the question of how long a corps-leve! tacticel deception could be
sustained. The planning for the movement of 4I0 took place two weeks
befors the actuel move. When it began on 3 November, assumptions had to be
made about the destination of the division. Vehicle convoys and radio nets
could reprasent the units moving; they could also represent the advances of
the divigion arriving at Elsenborn. But the Germans had to know how long 1t
would taks for the division to close on the rest area as well as what the
traffic patterns should look like at Elsanborn. Other factors such as the
butld up of supplies behind VIl Corps, tncreased vehicie traffic, and more
then usuel combat support units could not easily be hidden, The fact that
the deception worked until 11 Novamber highlights the dedication end skill
of the 23rd Spacial Troops as well as the emphasis ths Corps and Army
commanders placed on 8 successful operation.22

The Soviets became great practitioners of the art of deception during
World War 1|, Though they did not have great opportunity during 1941 and
some of 1942, they did evolve tachniques that stood the test against the

22*Report . .. Elsanborn”: 7.
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German troops for the remainder of the war. Perhaps one of the mare
successful corps-sized deception operation wes executed around Kiev in
November, 1943,

The Red Army had esteblished & smali bridgehead across the Dnieper
River saveral miles north of Kiey. With attacks stailing elsewhers along the
line, Front Commander Gensral N. F. Vatutin was directsad to exploit the
apparant advantage of the bridgehead. No additional forces ware aliocated
to the Front to make the attack; some other method wes needed to
concentrate enough forces for the attack. Vatutin elected to withdraw
certain units, principally the 3rd Guards Tank Army, from one end of his line
and secratly move them to the other end for the attack. The distance to be
coverad was over two hundred kilometers.23

The plenning and control of the deception operation took place at
Vatutin's headquarters. The remaining Soviet divisions were to kesp
continuous pressure on the German units while the 3rd GTA withdrew. Key
to this portion of the aperation was backfill of the gap in the Soviet linas as
the 3rd GTA moved out. Qther front line units spread north and south to fill
in the hole while simultaneously maintaining contact in their original front.

The challenge to the 3rd GTA staff was ta withdraw from ensmy
contact, reorient north, march aver two hundred kilometers, reerm and refit,
and finally leunch into the attack. They apparently met the challanga for
less then thirty-six hours after being told to disengage, the Army was
moving. To mask the movemant, broken and destroyad vehicles as well as

23Richard Armstrong, Soviet Operationsl Deception: The Red Cloak 1988): §; David M,
Glantz, Soviet Military Deception in World War Two ( 1989): 263. An impartant note here: the
3rd GTA had about as many vehicles, both combat and combat support, as an Amaricen Corps. Thus
the selection of this operation as part of Corps tactical deception.
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fake vehicles ware emplacad along the old front; contact with the Germans
was maintained by rear guards until relieving units arrived. The Soviets
were favored with bad weether, the effects of which they sought to
multiply through the use of smoke. Command posts continued their normal
radio traffic until 3rd GTA was wall on its way to the north.

0f course, through the 3rd GTA and Front assets, enough resources
were available to execute the operation. Engineers built fortifications and
trenches and artillery units continued their normal fires. Rehearsals by
relieving units created the imprassion that activity wes increasing south of
Kiev, rather than the build-up to the north. The buildup cccurred over @
short period which further confused the Germans. Though the 3rd GTA had
been moving for two days, German intelligence on 28 October could not pin
down which unit {t was. None of the front-1ine German units discovered the
3rd GTA unti} the oparation was complete and the Soviet attack wes well on
1ts way.24

This successful deception oparation indicates the validity of the
criteria earlier established. The opaeration was centrally planned at 3rd GTA
headquarters. Adequate forces were available to execute the plen; indeed
the entire Army executed it. All of the German collection assets were
tergeted to recaive the right signels from the stay-bshind and relieving
units. German intelligence was thoroughly duped. They were unable to
penatrate the deception not only bacausa of the effective “cloak” placed over
the movement, but also because of the short 1ife 1t needed to 1ive. The
deception had only to 1ast from 27 October, when the movement began, to 3
November, when the attack was leunched. Though indicators wers aveilable

29G1entz: 265-267.
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to uncover the move, there was not enough time to thoroughly analyze the
information. Thus the German commanders in the area were blind to the
possibility of & significant armored push in the araa north of Kigv.23

By the end of World War |, the Allies were convinced in the utility of
deception. However, there was not much need for it at the corps tacticel
level in the next conflict, Korea, nor in the jungles of Southesst Asia.26 The
next place deception took on any significant tacticel role was in the Middle
Eest ag Israel became & perceived threat to the surrounding Arab nations.
Though the subject of Israel's deception involves echelons above corps, it 1s
significant to study the division stationed in the Sinat and its reaction to
the Egyptian attack.

As October, 1973 opened, very few Israelis expected a war. Certainly
tension was high between Israel and her neighbors; but that was nothing
new. The Bar-Lev Line along the Suez Canal was manned by the Jerusalem
Brigeds, a raserve unit, while the remainder of Major General Avraham
Mendler's division was stationed further back in Israel. The Egyptians kept
the execution of their plan at a very high level and so sought to deceive the
Israsl high command. As a result they also deceived the staff of the
division manning the Bar-Lev Line. This prevented General Mendler from
activating his division until it was too late. In this case, the targets of the
deception, the Israali Genaral Staff and political 1eaders, were duped and
therefore influenced their subordinates. This could only ba accomplished
through the centraiized Egyptian planning cell.2?

zbft‘.ilontz: 268-270.
26Barton Wheisy, Stratagem; Deception and Surprise in War (1569): 167.

27Chaim Herzog, The Arab-sraeli Wars (1982):242-243; Seed o) Shezly, The Crossing
of the Susz (1980): 201-203.
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Tha Israull division in the Sinal relied heavily on national sources to
gein information. They also raliad on their own bits of information to gauge
what was going on in Egypt in the first days of October. Though there was
activity, it was pessad off s normal mobiii2ation training. The (sraelis
could not ses the night movas by the Egyptiang efther through their national
technical means or through thair 1ocal sources. As the Egyptians openly
prepared for the assauit, the Isreelis balieved thera was nothing out of the
ordinary going on.28

The Egyptians certainly devotad adequate force to the execution of
the deception plan, five divisions and the assets of two armies, They slso
relied on the necessarily shart duration of their deception to hide what was
really going on. Though they had practiced mobilization many times over the
pest years, this mobilization was slightly differsnt. It had to hold to the
standard story of "normal exercise" for as 1ong as possible. The fact that
most commanders did not know they were going to attack until the day
cefors underscores the duration aspect of the plan.29

The reaction of Mandler's units s entirely consistent with a
completely surprised unit. The forward elaments of the division were
notified only hours before the attack commenced. The remaining brigades of
the division were notified after it was too Tate to be in position for the
attack. Though the Egyptian plans were uncoverad at the last minute, there
was no time to react for the Isreelis. The Egyptian’'s surprise was
overwhalming.

28Avraham dan, Qn the Banks of the Susz ¢ 1980): 76~ 78,
29hezly: 211,
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This short look at historicel examples of successful deception have
confirmed the validity of the theorstical criteria. The planning for
deception must be centralized to achisve the maximum effect. The opposing
commander must be the target of the deception; he is the final decision
maker for enemy forces. Every type of collection asset the enemy controls
must be targeted to ensure all sources of information are covered and
provide the right type of information. Enough forces must be dedicated to
the deception plan to make it a believable plan as well as an executable
plan. Finally, the plan can not be carried on for a very long time; its
duration must be carefully gauged to gain the maximum effects,

SECTION FOUR - ANALYSIS OF CURRENT CAPABILITIES

With the previous sections as a background, this section assesses the
US Army's current deception capabilities. It looks at the doctrine behind
deception use, the organization of forces tasked Lo plan and execute tacticel
deception, the specific matsrisl thay have available, the leadership attitude
necessary, and how deception is integrated into training. It also assesses
how the US Army has “revitalized the lost art™ of deception since the
publication of EM 90-2, Battlefield Deceotion in October, 1988.30

Current doctrine identifias the corps as the interface for operational
and tactical levels of war. The responsibility of a corps commander is to
amploy his forces in consonance with directions from above as well as with
the situation on the ground. With US forces relatively small in number, and
projected to get sven smailer, the nead for & corps commander to employ his

30us Army, FM 90-2, Battlafiald Daception ¢ 1988): 1-0,
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forces efficiently becomas even greater. He must fight them skillfully to
accomplish his mission; tacticel deception becomas & key ingredient in the
fighting potential of the corps.

The current keystons menual for all operations, EM_100-5, Qperations,
establishes the stert point for deception considerations. It describes
deception as “... & vital part of tactical operations...” as well as being
simple and believable. It correctly identifies the anemy commender as the
target and reaffirms the rigk of dedicating adequate forces to deception.
The G3 is specifically identified as the deception coordinator; he
"sssembles the deception plan..."3! Though the manual doas identify the
necessity to consider deception, it does not go far enough in astablishing
the necessity to use every deception maethod availeble fn the conduct of
operations. In the five chapters that cover offensive and defensive
operations, deception 1s mentioned oniy three timas in the context of an
idea that has some merit. As the keystone manual for all operations,
deception should be woven throughout EM 100-5 as & corollary to surprise.

The naxt manual down the hisrarchy, EM 100-13, Corps Qperations,
tasks the corps with "planning and execution of tactical level battles.” It
then describes the nead for the corps to control "collateral operations” that
assist in mission accomplishment. Logically, the raquirement for corps to
control the collataral operations 18 sound for reasons of economy; there are
never enough resources, so if two related activities can bs combinaed, so
much the better. One of the collateral operations identified i3 decaption.d?

31US Army, EM 100-5, Operations (1986): 53,
32us Army, FM.100- 15, Corps Qoerations (1989): 1-1, 1-2.
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The corps G3 plans cell is the only identified element required to
"incorporate” deception into anything. Though iisted under G3 functions, no
other element is tasked to plan or execute deception operations.33 The G3
section does receive assistance from the Military intelligence Brigade's
Operationg Battalion in the form of @ Battlafield Deception (BAT=D) element.
This cell i3 specially trained at the US Army's Intelligencs School to aid the
63 with deception.

The BAT-D, according to E 902, has some significant
responsibilities for deception. It recommends the deception objective and
story to the commander for his approval. It develops the plan, prepares the
annex, and recommands the necassary actions to accomplish the abjective.
It also monitors the execution of the plen, recommends changes, and
interprets results.34 All of these actions are performed by the 12-men cell
during every corps operation.

Does the current doctrine measure up against the established
criteria? There are some apparent gaps in the doctrine that need to be
closed. Planning is centralized under the corps G3 plans cell. However, the
requirement to actively integrate deception planning into courses of action
(COA) deveioped by the plans cell 1s missing. According to EM 100-15,
"integration of deception ... should be an integral part of the developmant
and analysis of each COA."33 Not only is "should" too weak a word, but the
pians cell is physically separated from the major corps staff in the
development of COAs. Though FM 90-2 recommends sevaral methods of

33¢M 100-15: Appendix C.
S4EM 9G-2: Appendix A,
35¢M 100-185: 4-15.
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planning for deception, it does not recommend the full integration of the
staff until a decision has been reached by the commander as to which COA
will be followed.36

The enemy commander is correctly identified as the target of
deception operations, though not in the corps operations manual. £M 90-2
gives the correct terget picture as the enemy decision-maker that controls
enamy forces that will react to the deception operation.3? The focus of that
idea must be translated to the corps meanual to guide the G3 planners in the
design of & decaption operation. FMM 90-2 also outlines the requirement to
target all of the enemy's collection assets and to present a picture thet
reprasants a compiete mix of combat, combat support, and combat service
support assets. Once again EM_100~1S does not give the full picturs of
requirements for the blanketing of enemy intelligence collecting sources
and the portraysl of fake forces. Neither manual alludes to the short
survivability of deception operations, though EM 90-2 does indicate
surprise, the result of deception, is fleeting.

This Took at doctrine indicates a problem with deception. It is not
pervasive in manuals such as M _100-5 and 100-195, but {s relegated to
discussion in supporting manuals such as EM 99-2 The doctrinal
requiremants for deception should be noted and discussed in all levels of
manuals and espacially in the key manusls that planners turn tg for
guidence. As shown with EM 100-13, the manual that addresses the
considerations for unit operations, from corps to battalion, oniy say

76FM 90=2: 4-2. The plans cell works out of a separate van from the rest of the corps
1rmn:n. The physical distancs and separation from the major staff officers can lead to planning in
solatien,

37EM 90-2; 1-87.
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deception s & consideration and it must be done well. Doctrinally,
deception procedures must be fully integrated into a1l unit manuals, Only
then will deception be accepted as a requirement and integrated into
operations.

The organization of the cells tasked to plan and executs deception and
their distribution throughout the Army is the second area of current
considerations. The 12-man deception cell alluded to above is only one of
several possible cells in the corps. The divisions subordinate to the corps
also have daception cells assigned to the Military Intelligence Battealion and
working for the Division G3. The cells range from 19 men in the heavy,
airborne, and air assault divigions to 6 men in the light divisions. Are thase
separate cells capable of doing what doctrine says they should do?
Measured ageinst the establishad criterie, there appears to be & duplication
of effort and a dilution of assets.

The duplication of 1abor between the corps and division cells does not
work towards the common goal of deceiving the enemy. The division cell
becomas an executor of the corps caell's pian; no specialized orgenization
needs to exist to do this. The deception effort can better be controlled by
the corps than 1t can be by division. The integration of the corps staff, with
both the operational and tactical objectives in mind, will produce a better
orchestrated deception effort. The centralized corps control would obviate
the need for a division to be reed into the full extent of the deception plan;
the division bacomas an executor and not a planner for deception. The
requirement for the division cells to plan and execute & certain portion of a
deception operation becomes nothing more than the normal execution of any
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mission. The intent of the deception must be clearly understocd, but no
spacialized deception cell needs to exist in the division 38

The target and focus of the cells' deception efforts are based in
doctrine. But what assets ars available to the corps deception call to
assess and influence the enemy collection capability that are not available
to the division cell? There are certeinly more assets at corps lavels that
can be tasked to assist in targeting enemy collection assats as well as
determining the enemy's acceptance of the friendly deception oparation.
Though the division can task those assets also, the time required to pess
from the division G3 through the corps G3 to the M Brigade, for instancs, is
raduced if the corps G3 is centrally controlling the daception operation.

The forces alloceted specifically for deception planning mey be
misaligned as indicated previously, but there appear to be enough totel
pargonnel within the corps (including the division cells) to plan deception.
Based on the factors of METT=T, adequate forces exist to exscute any
planned daception operation as long s the appropriate level commander is
willing to commit the nacessary forces. The real decision is who the
appropriate lavel commandsr should be. Based on the deception being
centrally contralled by the corps G3, the decision to allocate forces for e
deception operation should bs a corps decision. The division staff may not
have the same perspactive that the corps staff has. Furthermors, the corps
has & broader range of assets from which to select. The corps deception
cell can also be tasked to assist aunit in the execution of their deception.
The allocation of adenuate forces is easier for the corps to absorb based on

3BAn outgrowth of the “vision e exscutor only 1s the discussion over “Should & unit be
told 1t 1s dotng & deception?” and tnus risk 4 half-hesrted sffort. This suthor's position ie the
division will execute what it 18 told to do; no discussion of & deception operation is necessary.
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the assessment of the duration of the desired deception. Units canbe
tasked to participate in deception operstions that are not immediately
involved in the real operation. The tasked units may be part of a follow and
support force or even the reserve, both of which have greater time and space
considerations at corps lavel than a division is capable of handling at its
level.

The orgenization of the current deception cells leaves something to
be desired. with the corps as the interface between the operational and
tactical levels, an organizetion should exist at that 1evel to integrate the
deception requiremsnts for both 1evels. Having @ 1arge deception cell at
division 1evel may be counterproductive to the desired result of an
integrated deception operation,

Deception operations are designed to aid friendly survivability as
wall as enemy manipulation. In order to manipulate, specific visual and
slectronic signs are requirad to deceive the enamy. As stated previously,
specific units can be tasked to participate in & portrayal operation. Corps
has 8 broader bass of combat, combat support, and combat service support
assels with which to support the dacaption. There is also specific
deception equipment designed to portray faise or fake images of real
equipment. This matariel area of the deception field s considerad next.

One set of this deception specific equipment is known as
multispactral cloge combat decoys (MCCD). They currently exist as two-
dimensional replicas of M1 tanks snd M2/M3 fighting vehicles and are placed
in the deception cell of the division's Mi battalion. Test models of a second
set of deception specific aquipment, called the communications deception
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system (CDS), exist in some divisions. These devices are all designed to
assist in the replication of reai vehicles and units, But to what effect?

The established criteria indicate the MCCD and the CDS may best be
employed under the centralized control of the corps deception organization,
For reasons enumerated praviously, the corps deception cell mey best handle
the portrayal devices in an integrated manner with a tasked real unit to
portray a much larger unit. Currently, this capability is divided betwaen
corps and division, with eech 1evel have some deception aquipment, Each
heavy division has some MCCDs, but not enough to portray a viable threat to
an enemy.3? Caentreli2ed planning and control is thwarted if corps must
first retrieve the MCCDs from divisions and redistribute them to the tasked
deception unit, CDS does not exist in sufficient numbers to replicate
anything now. However, the potential for it to portray communicetions
nodes essociated with battalions, brigades, and possibly divisions exists.

Both devices have the potsntial to deceive most of an enemy's
intelligence collection assets. With the augmentation of these devices to e
real unit, the capability to blanket an enemy's signal, electronic, and human
intelligence sources is certainly enhanced. Enough reel equipment is mixed
with fake equipment to indicate the portrayed unit to any collection asset,
With redundant enemy collection assets {ndicating the existance of a unit in
a spacific location, the enemy decision-maker can be led to balieve the fake
unit i8 the real thing. The decoys, {f available in sufficient numbers, could
reprasent an adequate force for deception. Properly sugmentad with actual
combat, combat support, and combat service support equipment, the decoy

394 viable threst at division level is probably best defined as a task force sized unit,
Currently, each heavy division hes different numbers and types of MCCDs
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devices could readily portray a force significant enough to the enemy

commander for him to react against it.

Once the MCCD and CDS are type classified end procured in sufficient
quantity, the ability to manipulate the enemy through portrayal of fake units
will significantly increcse. Again, the need for a speciatized unit to control *
and use the deception specific material {s avident.40 The advantages of
centralized control of that unit as well as the aquipment seam to outweigh
the disadventages.

With the previous assessment of deception capabilities in terms of
doctrine, organization, and material, an examination of deception
capabilities in training is necessery. Since there is 1ittls actual training
invalved in the use of specific deception devices, training {s addressed in
terms of how deception is integrated in the command and control process of
a corps axercise such as REFORGER or those conducted by the Battle
Command Training Program (BCTP) at Fort Leavenworth.

The normal command and control process is followed by the corps
staff when planning an operation. [t ramains a centralized function of the
commender and the G3. The estimate procass is not centrally controlled,
though it is centrally orchestrated. The ssparate staff sections make their
own estimate of the situation based on the commender's guidance and the ,
intent of the operation. Hera l1es & rub with the deception process. As '
individual staff sactions produce their estimates, they rely on the G3 to
provide them with guidance on what sort of COAs are being considerad; this
inciudes haw deception will be integrated. The G3 is supposed to

40This study does not purpart to sstablish the need for a new unit. See Charles Toomey,
"Tactical Decaption in the Corps-=-The Design and Employment of the Corps Daception Battalion”
for information on that subject.
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orchastrate the estimate process to provide and receive information to and
from the other staff sections. The G3 ssection cannot provide accurate
information on deception operations to other staff sections if it has not
decided on how to integrate deception into COAs yet. Therefore the
estimate finally prasented to the commander for decision is flawed; no
coordinated thought is given by the integrated steff to deception, After the
commander makes his decigion on which course of action is approved, then
deception planning typically begins.

This afterthought integration of decaption is true even if the
commander has given initial planning guidance or, the integration of
deception. Compliance with the initial guidance takes time for the G3
section to work out. If the G3 does not complete the COAs with deception
integrated befora the commeander makes a decision, the problem is further
compounded by the requirament to kesp the staff together to integrete
deception into the approved plan. For example, the requirement to target all
aneimy collection assets must be integrated with the G4's plen as well es
the subordinate mansuver commander's plan. In the sense of cantralizing
the commeand and contrul process and integrating deception considerations
into the approvad COA, the initial focus of the commander and staff must be
on active manipulation of the enamy from the baginning of the process. [t is
too difficult to try to integrate into a plan once tha plan is approved.

The G2 plays & significant role in the formulation of the deception
plan. His early involvement will assist in the targating of all enemy
collaction assets as part of the deception planning. This will focus the
intelligence raceived by the anemy commander to exactly what the friendly
pian weants him to receive. The G2's ability to fdentify and pinpoint spacific
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enemy collection assets for information passing or for electronic
countermeasures to prevent information passing is valuable to the G3. The
G3 then tasks specific units to pass or block information. The G2 alse
assists in determining how well the enemy commender {8 accepting the
deception story. These intelligence considerations help guide the corps
staff in assigning missions to subordinate units, particularly the Mi Brigade.
The effective placement or guiding of receivers, transmitters, and jemmers
is 8 result of the integration of the G2's essassment of how the enemy sees
friendly forces and expacted reactions to that view.

Thus far, this section hes described how the corps is orgenizad
currantly for deception, the squipment aveilabla to it, and the planning
process for its employmant. How is it all put together in training now? The
answer is poorly, From 1980 to 1987, REFORGER exercises show an amazing
lack of deception planning. Only one case of deception was revesied ina
reviaw of USAREUR and Corps after-action reports<! Very little effort was
placaed in deception as no plans, annexes, or raports of deception oparations
could be found.

REFORGER '88 provided & very different picturs than the pravious
years. A very definits emphasis was placed on deception by the v (US) Corps
against the VII (US) Corps. Though the effort paid some dividends to V
Corps, there were some problems identified. The creation of & spacial task
force to control the units assigned to the operation centralized the control
of the deception affort under the Corps G3. Through a bettalion TOC,
operating es & brigade TOC, three battalions, and portions of two compenies
partictpated in the deception operation. The plan was aimed at the VI! Corps

41Weimer: 28.




commander through his staff and his staff's intelligance collection assets.
The most significant problem identifiad was the railure to intagrate the
signature of key units into the deception plan. Without thet integration, the
units were identified, linked to their parent orgenization, and the entire
deception operation fell apart. Though the effort collapsed, the ectual plan
allowed for a short duration deception that would have ended as the real
unit, supposedly elsevheres on the battiefield, revealad its actual location.
Indications from V1| Corps participants reveal the willingness to believe
the Initial picture presented by V Corps 8s well as the disbelief of events as
they unfolded. It was not until multiple assets were focusad on the target
area that the deception cover was blown apart .4l

Indications from corps level BCTP exercises are that deception is not
integrated into the planning procass until a COA 1s epproved by the
commander. As indicated above, the difficulty in deciding how to integrate
deception is not resclved in time; the senior commander must decide on &
course of action and integrate deception into it. Further, when deception is
integrated into the plan, it fails due to the inability to cover all of the
gnemy's intelligence collecting assets. Artillery is not placed in
conjunction with the deception plan or the logistical indicators are opposite
indicators to the deception story3

The failures to aither intagrate or not fully intagrate decaeption into
training programs 1ike BCTP are a diract result of the scant attantion patd
to deception in previous years. The reluctance of seniar commanders to

42pgul Haveles, “Doception Operations in AEAORGER 85" (1990):37-41; John 0'Brien,
“Deceptiun: A ¥ictim's Parspective” ( 1990): 6.

4%Jack Spencer, "Deception Integration in the U.S. Army” (1950): 60, 65.
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employ deception is understandable in some instances. A large-scale
training event, 1ike REFORGER, does not occur often enough to keep ths
cutting edge of corps operations sharp. Therefare, avery effort is made to
include units in the actusl play of the wargames by not dissipating them in
operations that may not yield the desirad results. As evidenced by the
revival of EM 90-2 and the V Corps deception effort in £EFORGER 88 sentor
commanders are becoming awars that deception can work to 8 unit's
advantage. Opportunities can be made through the use of daception at corps
level to exploit the speed, protection, and shock effect of our current hesvy
divisions and aviation units,

SECTION FIVE - FUTURE CHALLENGES

The challenges to effectively employ deception in operations in the
next five years will remain significant. Allindications ars that the Army
will continue to shrink in size, while the number of possible migsions will
remain the same. This will require the 1sadership that commits and 1eads
the Army into difficult situations to maximize the capabilities of the
smalier units involved. Hopefully the benefitls of increasad capabilities
from equipment and techniques will somawhat offset the size reduction.

The focus of the corps is fighting to defeat the enemy. The challenge
to the corps commander end staff in this regard is twofold. They must first
concentrate in time and space to defest the enamy. Sacondly, thay must
know enough about the enemy to effectively apply deception. In order to
successfully maeet both challenges, commandsrs at all lavels must
understand and accept the cepabilities and limitations of deception. They
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must appraciate the role ot the daception cell from the M| Brigads's
Operation Battalion as well as the capabilities of the MCCD available to
them. More significantly, they must appreciste the integration of assets to
employ deception.

Without echoing the "Do mora with 1ess” slogan of past years, how can
the corps of the near future effectively use deception? The requirements of
the bettiefield will be different and the resources to fulfill them will be
varied. The framework of the battlefield will be more diffuse and require
greater coordination among units. Therefore, the effects of being
discovered and targeted by ths enemy will be greatsr. Where once stood an
almost solid 1ine of forces, a rather porous line may be formed. Only one
misplaced unit could cause a serious gap in the 1ine. The ability to hide or
mask units rises in importance as the significance of their loss increases.

As the battlefiald becomes more non-linear, a critical requirement
will be concealing the locations of friendly units. Tank and mechanized
infantry forces nead to be masked or dispersed for their own protection,
They need to take advantage of both OPSEC and survivability measures to
reduce their own signature; enemy ability to tdentify and target units is
also reduced. Corps plans, exercisad through divisions, must include
deception designed not only to hide tha units, but also to hide their strength,
disposition, end intentions. The greatest ability of corps planning is to
create enough false certainty in the enemy's mind over where and how
forces will be committed that the enamy will be unable to effectively
counter a friendly action.

The corps 1s capable of creating the dispositions that mask friendly
intentions. By assigning disparsed areas to units, foreing tham to
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reconnoiter movement routes and finely tune timetables, conditions for
rapid concentrations can be crested. These functions can ba controllad by &
subordinate division headquarters. However, the daceptive measures
necessary to conceal real units and create false ones neaed to be controlled
by at 1sast the corps headquartars. The complete understanding of the
mission requirements, as well as the 1ink with operational and strategic
intelligence assets and deception plans, rasides more eppropriately at corps
than at division. Therefore, the best headquarters to plan and control
deception through the movement and positioning of forces should be corps.

With the advent of Joint Surveillance and Target Attack Reder
(JSTARS), the All Source Analysis System (ASAS), and Unmanned Aerial
Vehicles (UAVS), corps will become the best focus for intelligence analysis.
Since & critical function of effective deception is targeting the snemy
commander, corps will have the bast assets to judge whether the deception
is being effactive. It will best assess whether the enemy is accepting the
deception and whether they are reacting to it rather than the real plan
Thaese future systems will enable corps to focus the deception effort on the
enemy commaender, judge how well 1t {8 being axacuted, as well as how well
1t 18 baing recaived, end maks necessary corrections. This process can be
handled by the corps G3 cell, meinly dus to its size, better than the division
G3 cell.

Agein, bacause uf the proliferation of intelligence systems in the
near future, the corps’ ability to targst all collection assets an enemy
employs is great. Whather the snemy uses sophisticated setellite
intelligence systems or rudimentary human intelligence, the corps i
capable of presenting a cleer, but falss, picturs to the opposing side. The
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onus rests with the planners and intelligence analysts, in this case, to
determine whet the enemy is capable of seeing and deciphering. Then the
proper deception plan is formulated in conjunction with the operations plan
to send the appropriate deceptive signals to the inteliigence network
seeking to gether the information, In the near future, the ability of the
corps to judge the magnitude of this effort will be greater than the division
staff's ability.

The second challenge to successful deception in the near future win
be the necessary assessment of potential enemies. Because & corps can be
called on for missions in a contingency or reinfarcing environmant, as well
as the maintenance of the forwerd deployed force, the number of potential
enemies will be great. Deception relies very heavily on knowing and
understanding an enemy. The understanding will help the deception planners
create a viable deception plan that will be believabla by the enemy. The
groundwork that is necessary for the thres identified roles of the corps wil)
be extensive. It will also have to be continucusly updated end reviswed in
the 11ght of changing politicel environments.

This sort of enemy anelysis is beyond the capabilities of the corps G2
csll and will have to be fulfilled through requests from national assets. A
contingancy or reinforcing corps, in the near futurs, will have to deploy into
an ares of operations that it has studied, but may not have studfed in depth.
It will have to face an opponent that may have come to power recently, or
face an army that wes only recently judged & threat. This will make
deception exceedingly difficult. If the corps cannot creete & deception plan
that tg believable by the anemy commander, the effort will be in vain. A full




understanding of the enemy callection systems end decision process must be
present before effective deceplion can take place.

Tha next five to ten years holds great promise in the areas of
weapons lethality, intelligence-gathering sssets, and communications
capabilities. Allof these assets must be sunchronized through the corps
during eny operation. Thay must be synchronized for any deception plan to
be effective. Because of & corps’ requirement to focus on different
missions, the G2 and G3 planning cells will have many potential enemy
threats Lo plen against. This will require them to be expert enough in their
deception ability to use the most effective technigues to develop and
execute a deception plan in ssverel different areas of operation. They will
need to focus the corps assets against the proper enemy commander. in this
cese, the deception affort must not be diluted by dysfunctione! efforts from
lower echelons; the girections for deception must come from corps. As
before, corps is the link between operations and tactics; it is the focus and
downlink for high level intelligence. Corps can best judge whether
decaption is being received and accepted by the enemy; corps should focus
on hlanketing the enemy intelligence collection assets.

All of the consideretions of events over the next five to ten years
point to two major deficiencies for deception; both relate to the centra'ized
planning aspect. The first considers all the new equipment that is projected
to be available in this time freme. The sheer requiremants of 1earning to
integrate these assets ity & centrally produced and controlled deception
plan cannot he ineasured. Inaications exist that the Maneuver Control
System (MCS), JSTARS, ASAS and UAVs will significantly enhance the
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collection, analysis end intelligence effort. How they can all be
orchestrated for a single, focused deception effort has yet to be determined.

The second deficisncy may 1ie with the deception organization itself.
Based on future considerations the importance of the division deception cell
decreases while that of the corps cell increases. A caraful assessment of
the missions assigned to both cells and their individual abilities to execute
the missions needs to be made. The rasults of that study should {ndicate the
proper alignment of resources to orchestrata the decsption effort.

SECTION SiX ~ CONCLUSION AND IMPLICATIONS

Throughout this study, five criteria have been examined through
theory and history to assess the US Army’s current capebility to perform
deception operations affectively. These five criteria are centralized
planning is required, the enemy commander is the deception targst, all
collection assets must be targeted, adequate forces nesd to be used, and
tactical deception l1asts only a short time. The current capabilitias for
deception fail short of these criteria.

Centralized planning is a target only. Allindications are that the
planning commences and continues with a spacific course of action bafore
any deception is mentioned. The fntagration of deception must begin with
the first plenning guidance and be controlled and integrated by the G3.
Without the G3 orchestrating the deception concept, no unified effort can be
assurad. There is sufficient doubt over which organization level should
deception cells be assigned to oxplora the question more. Can & division cell
perform the missions assigned to 1t? The tantetive answer is no; corps




should control and orchestrate the deception plen and leave the execution
for division,

The current target of deception planning is the enemy commander
with the authority to implement the desired reaction. This remains a
credible requirement into the future. Though the enemy commander s the
target of the deception, there may be graat difficulty in determining what
will influence his dacision making process. The difficulty 11es in having
sufficiant information on potential enemies to create & viable deception
plan and to meke the deception effort believable. That sort of information
may not be available.

Targeting all anemy collection assets is the common sanse soldiering
thet Generel Vuono referred to in 1986. Yet the current ability to target
those assets is not fully understood There is a definite mix of tergeting
the enemy and hiding the friendly. The anemy must be blocked from
receiving certain information as well as allowad to receive some very
specific information. We must assume the enemy's position and look at
ourselves to imagine what we look Iike to the enemy. From the enemy's
standpoint, blocking information as well as raceiving information is part of
the deception operation.

Clearly, adequate forces to perform the deception operation is a must.
Corps commanders must be willing to invest the effort into effective
deception before it can pay off. The single greatest stumbling block for the
assignmant of forces 18 the risk factor on the investment and return from
deception. If 1eaders do not appreciate the importance and effects of
successful deception, there is 11tt1e chance any deception operation will
work. Therafore, 1eaders at all levels must be educated in deception
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cepabilities and techniques to be able to push thelr subordinates into the
correct mindset.

The timing and duration of any proposed daception is dirsctly related
with the effectiveness of the other four criteria. Any plan can be executed
in a short tims, but 18 enough time made for the enemy to receive the
correct picture befors he resacts the way we want him to? Only & centrally
orgenized and controlled plan, using adequate forces, aimed at the entire
range of collection assets can buy that amount of time,

The implications of this study ere twofold: our current cepability to
plan and integrate deception into an operation is broken and the organization
of deception cells serves to dilute rather than intensify the deception
effort.

The current mindset and understanding of the planning process results
in deception being only an afterthought and rerely & starting idea. This
mindset too often results in an ineffactive plan. The mindset must be
changed throughout the leadership of the Army as well as in doctrine and the
training bases that support the Army. How to make decsption a beliavable
operation will require careful analysis and instruction as well as full
emphasis in the field.

The organization of the deception cells do not support the overall
ability to perform tactical deception at the corps Jevel. The focus of the
division effort should be that of a participant; it should simply execute. It
18 too close to reality and too busy surviving and performing its routine
missions to dedicate enough effort for effective decaption. Corps hes
greater capability, because of its distance from actual unit operation, to
conduct the planning and initial orchestration of a deception plan. Based on
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that reasoning, the deception equipment and personnel should be assigned to
the corps staff. This will increass the ability of the corps to practice an
effective deception operation.
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